
 

JOB TITLE: Cyber Security Analyst 

WAGE/HOUR STATUS:   Nonexempt                                                                               

NUMBER OF DAYS:    260                                             

REPORTS TO:     Technology Director                                        

DATE REVISED: 09/2026 

 

PRIMARY PURPOSE: 

• Protect the confidentiality, integrity, and availability of district systems and data, 

including student and staff records, through monitoring, threat detection, incident 

response, and security administration. Serves as a senior member of the Technology 

Department and supports departmental leadership and operations as directed. 

QUALIFICATIONS: 

Minimum Education/Certification: 

• Associate degree in Information Technology, Cybersecurity, or related field, or 3+ years 

of experience in IT or cybersecurity. 

• Must complete state-required annual cybersecurity training. 

Preferred: 

• Bachelor's degree in Cybersecurity, Information Technology, or related field, or 5+ years 

of IT experience with at least 2 years in a security-focused role. 

• Industry certification such as CompTIA Security+, CySA+, Microsoft SC-200/SC-300, or 

equivalent. 

• Experience with Microsoft 365, Entra ID, Intune, Active Directory, EDR/XDR, NDR, and 

firewall platforms. 

MAJOR RESPONSIBILITIES AND DUTIES: 

ROLE 1: SECURITY OPERATIONS AND CYBER DEFENSE 

1. Monitor security alerts and logs across endpoint, network, email, and identity platforms; 

triage, investigate, and respond to suspicious activity. 

2. Lead the district's response to cybersecurity incidents, including containment, 

eradication, recovery, documentation, and post-incident review. 



3. Coordinate with external security partners, manage SOC providers, and vendors on 

detection, response, and escalations. 

4. Perform vulnerability assessments, prioritize remediation, and track patching and 

configuration compliance across district assets. 

5. Administer and tune security tools, including endpoint protection, email security, 

firewall and network access control, and network detection platforms. 

6. Manage identity and access security, including multifactor authentication, conditional 

access, privileged account management, and account lifecycle controls. 

ROLE 2: SECURITY GOVERNANCE, COMPLIANCE, AND AWARENESS 

1. Develop, implement, and maintain cybersecurity policies, standards, and procedures 

consistent with FBISD policy, industry frameworks (such as NIST CSF and CIS Controls), 

and applicable law including FERPA, CIPA, COPPA, and Texas Education Code 

requirements. 

2. Support the district's designated Cybersecurity Coordinator in meeting state reporting 

and incident notification obligations. (Or: "Serves as the district's Cybersecurity Coordinator 

as designated by the Superintendent," if that's you.) 

3. Evaluate the security and data privacy practices of third-party applications and vendors 

prior to adoption. 

4. Plan and deliver security awareness training, phishing simulations, and staff 

communications. 

5. Maintain security documentation, including asset inventories, risk assessments, incident 

records, and required reports. 

6. Contribute to the development, testing, and maintenance of the district's incident 

response, disaster recovery, and business continuity plans. 

7. Support legal holds, eDiscovery, records retention, and investigations as requested by 

district administration. 

ROLE 3: DEPARTMENT LEADERSHIP AND TECHNICAL SUPPORT 

1. Provide technical direction and guidance to campus technicians on security-related 

tasks and escalated issues; assist the Technology Director with day-to-day departmental 

operations and serve as acting lead in the Director's absence. 

2. Maintain and deploy security baselines and configuration policies to district devices 

through Group Policy and endpoint management platforms. 

3. Serve as a district-level escalation point for complex or security-related work orders. 

4. Recommend process and system improvements that reduce risk and recurring support 

issues. 

5. Provide knowledge transfer and clear documentation to department staff. 

ROLE 4: PROFESSIONAL GROWTH AND DEVELOPMENT 

1. Maintains current knowledge of threats, vulnerabilities, and defensive practices relevant 

to K-12 environments; pursues relevant training and certifications. 



2. Collaborates respectfully with department staff, campus personnel, and district 

leadership. 

3. Performs other related duties as assigned within the appropriate skill and experience 

capabilities expected for this position. 

4. Exhibits dependability and punctuality in performing responsibilities. 

5. Adheres to state, district, and school regulations and policies for staff, the Professional 

Ethical and Legal Standards, and FBISD "Hornet Points of Pride" professional district 

standards. 

6. Maintains strict confidentiality of sensitive information encountered in the course of 

security duties. 

Mental Demands/Physical Demands/Environmental Factors: 

• Prolonged use of computer; repetitive hand motions. 

• Ability to work under pressure and make sound decisions during active security 

incidents. 

• Occasional lifting and moving equipment; stooping, bending, and kneeling. 

• After-hours, weekend, and remote response to security incidents as required. 

 

The above statements describe the general purpose and responsibilities assigned to this 

job and are not an exhaustive list. 

 


